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1 Introduction

Conventional testing methods are inadequate for debugging multithreaded C
programs because many “unexpected” thread interactions can only be mani-
fested through very low probability event sequences that are easily missed during
test creation. As a result, bugs can escape into the field, and often manifest years
after code deployment [I]. While the approach of building formal models in mod-
eling languages such as Promela [2] followed by model checking using tools such
as SPIN [2] has been shown to be effective for verification, the burden of model
extraction makes this approach inapplicable in general software development.
Runtime model checking — first implemented in the Verisoft [3] tool — can help
solve this problem by running the actual code under the control of a scheduling
mechanism, and detecting violations of assertions (typically deadlocks and other
safety properties).

It is well recognized that when interleaving thread actions, one must prevent
the interleaving of independent actions to avoid state explosion. Static partial
order reduction methods achieve this objective by a priori (through static cri-
teria) determining persistent sets (which are a subset of actions enabled at any
given state) and only interleaving actions within persistent sets. This method is
ineffective in the face of information that is difficult to compute statically. For
instance, given the actions of two threads alel] and al[e2] that are simultane-
ously enabled, unless one can determine whether el==e2, it is not possible to tell
whether the actions commute. The dynamic partial order reduction (DPOR) ap-
proach of Flanagan and Godefroid H] avoids this difficulty by taking advantage
of the known values of expressions and pointer references (in the above example
checking whether el==e2 at runtime) to dramatically cut down the number of
interleavings examined. It has been shown to be very effective in detecting safety
violations and deadlocks by systematically exploring all relevant interleavings of
the multithreaded programs under specific inputs (meaning, specific external
input drivers).
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2 Tutorial Focus

The original publication on DPOR [H] does not give an indication of the de-
tails of their implementation. Reading this paper may give the reader a good
understanding of the potential of this technique — but not how to engineer this
technique to work well in practice. For instance, to make DPOR work for a
multithreaded C program, one must address these questions:

— How does one handle the plethora of synchronization primitives used in a
library such as POSIX threads [5]?

— How does one detect globally shared variables? Such variables will have to
be located through static analysis methods that involve techniques such as
escape and alias analysis [6l7].

— How does one build an automated instrumentation facility that lets the
threads communicate their global actions to a central scheduler?

— How does one employ optimizations such as lock-sets and sleep-sets to en-
hance the efficacy of DPOR?

— How does one scale the performance of DPOR through the use of parallelism?

This tutorial is aimed to teach the audience in a step by step fashion how to
answer all the above questions, and build an actual runtime model checker that
can systematically test multithreaded programs written in C. We will dissect
our tool Inspect [RI9IT0], which is our implementation of DPOR that answers
all the above questions in a practical way. In particular,

— Inspect has detected bugs in multithreaded C programs of a few thousand
lines obtained directly from public distributions, without any manual effort.

— The distributed version of Inspect implemented using the MPI library has
scaled linearly up to 64 processing nodes, reducing, in one case, a 11-hour
model checking run to just 11 minutes.

By the end of this tutorial, we are confident that the attendees will be able to
embark on creating DPOR based model checkers for any thread based program-
ming system. We will furnish them with the full source code of Inspect, and offer
reasonable follow-up help should they have difficulties following the design.

3 Tutorial Outline

Our tutorial will be organized along the following lines:

Introduction: Survey existing testing techniques for multithreaded programs.
Tool demonstration: Demonstrate the Inspect runtime model checker on
simple examples. Provide an overview of its inner workings by examining
its stack trace.
Theory background: The attendees will learn the theoretical foundations of
Inspect along the following lines:
— Introduction to runtime model checking



— A survey of existing runtime model checkers, including Verisoft [3] and
CHESS [T1].

— A brief introduction to partial order reduction [T2.

— Overview of dynamic partial order reduction [].

Inter-procedural flow-sensitive alias analysis [1].

— Escape analysis [6].

Design and implementation of Inspect: Detail the following aspects of Inspect:

— An overview of the design of Inspect

— How Inspect controls scheduling by source-to-source transformations.

— Implementation details of Inspect.

Distributed runtime model checking: Detail the following aspects of a dis-
tributed version of Inspect:

— Distributed dynamic partial order reduction that shows how to speed up
runtime model checking by distributing work among multiple nodes in a
compute cluster.

— Implementing distributed runtime model checking using MPI [T3UT4].

4 Prerequisites and Duration

Attendees are expected to have some experience with multithreaded program-
ming in C/C++. Prior experience with model checkers is desirable, but not
required. We will organize our lecture slides so that even if the attendees are
unable to understand the whole theory behind Inspect, they will still able to
build a verification tool along the lines of Inspect.

We are planning a half-day tutorial lasting 3 hours, organized as follows:

introduction: 20 minutes

— tool demonstration: 10 minutes

— theory background: 60 minutes

— break: 30 minutes

— design and implementation of Inspect: 70 minutes
distributed runtime model checking: 20 minutes

5 Biography of the Tutors

Professor Ganesh Gopalakrishnan has been on faculty at the School of Comput-
ing, University of Utah, for 21 years. His interests span a whole array of topics
that are fully described in his research webpage
http://www.cs.utah.edu/formal_verification. The highlight of the formal
methods research program in his group has been to develop domain specific ver-
ification tools. Recently, he offered a tutorial at the FMCAD 2004 conference on
shared memory consistency models along with two industrial researchers. The
slides of this tutorial are online at
http://www.cs.utah.edu/formal_verification/presentations/



fmcad04_tutorial2/gopalakrishnan. Prof. Gopalakrishnan has over 120
publications and is active in various program committees, including the program
committee of Computer Aided Verification (CAV) during 2006, 2007, and 2008.
Prof. Gopalakrishnan is helping organize a pre-CAV 2008 workshop called EC2
(“Enabling concurrency: efficiency and correctness”) with webpage
http://www.cs.utah.edu/ ganesh/ec2/ec2-prelim-plans.pdf.

In the area of partial order reduction, his group has developed the following tools
in the past:

— The two-phase partial order reduction algorithm [T5], and the PV tool that
embodies this algorithm.

— A symbolic partial order reduction algorithm for Murphi [I6], and the POeM
tool that prototyped this algorithm.

— A DPOR algorithm for MPI parallel programs [I7], and the ISP tool that is
in an active state of development.

Yu Yang is a PhD student working under the supervision of Prof. Ganesh
Gopalakrishnan. Mr. Yang spent the summer of 2006 working for NEC Re-
search, and spent the summer of 2007 in Cadence Berkeley Laboratories. He has
six refereed publications in formal verification. He has also helped implement
two other verification tools at Utah, namely a multiprocessor execution checker
(MPEC) for the Intel Itanium architecture, and a distributed model checker for
the Murphi language.
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